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ABSTRACT 
Data security and data hiding are the two important area of research now a days. There are such large number of 

research is progressing in the field, for example, web security, steganography, cryptography. Steganography is a 

trail of events used to put a sheltered data in a host media with small debilitating in have and the best approach 

to remove the ensured data after some time. Reversible Steganography ceaselessly is a system to introduce 

additional message into some distortion unsatisfactory cover media, for instance, military or therapeutic images, 

with a reversible way so the principal cover data can be immaculately restored after extraction of the covered 

message. Most covering strategies perform data embedding by changing the substance of a host media. These 

sorts of data hiding strategies are in this way irreversible. In different areas like military, legitimate and medical 

imaging introduction of some mutilation is allowable, ceaseless loss of data is unwanted. These features the 

prerequisite for Reversible (Lossless) data embedding methodologies. This paper displays a review of various 

steganography techniques. 
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I. INTRODUCTION 
Nowadays, with the quick progression of information development more images and information are available on 

the web. Thus there is a need to give a type of affirmation to such basic information. Exactly when the sender 

transmits the photo to the receiver, there may be interlopers present amidst who may get the image. In the wake 

of getting the image, the intruder may see the critical information in the image. This may not be the issue now and 

again. In any case, if we consider medical and military images then such change is unsuitable. 

 

Steganography is a Greek work which implies the secured composing. Steganography is a craft of concealing 

information in a secured media (image, sound, video, content). In Steganography, we shroud the negligible 

nearness of that it will be imperceptible. The shrouded media is picked in such a way, to the point that it has 

ability to conceal the information and vigor that gives quality to the stego image. As in the up and coming years 

the need of information concealing, copyright security, and privacy builds, steganography assumes a vital part in 

this field in view of its some remarkable highlights. In this paper, we center around the distinctive steganography 

strategies. This audit paper gives some critical information about steganography techniques that will help in 

future inquires about in steganography and information concealing field. This paper is partitioned into various 

areas in which we clarify steganography framework, related work, diverse steganography strategies and 

conclusion. 

 

From the old era, Steganography is utilized to shroud the secret data. The information was covered up on the back 

of wax, composing tables, stomach of rabbits or on the scalp of the slaves. Also, now daily, hacking is utilized for 

an unapproved access of information in this way, to keep the information private, sender utilizes diverse 

techniques. Steganography is one of the techniques in which the information is covered up in the cover data with 

the utilization of secret key. The extractor ought to have the secret key to separate the information. Design of 

steganographic system is such a way that an unusual user cannot find secret key. In Steganography frameworks 

following terms are utilized:  

 

Cover Media: The cover media is the medium in which message is implanted to conceal the nearness of mystery 

information.  
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Stego: The media through which the information is covered up  

 

Secret information: The information to be covered up or remove.  

 

Steganalysis: The procedure by which mystery information is to be removed. 

 

Data hiding system expects to insert some mystery data into a carrier signal by changing the irrelevant parts for 

copyright security or incognito correspondence. Generally, the data hiding operation will bring about twisting in 

the host signal.However, such mutilation, regardless of how little it is, is inadmissible to a few applications, e.g., 

military or restorative pictures. For this situation it is necessary to insert the extra mystery message with a 

reversible way so that the first substance can be impeccably reestablished after extraction of the concealed data.A 

number of reversible data hiding strategies have been proposed, and they can be generally arranged into three 

categories: lossless compression based methods[4] difference expansion (DE)methods[5][6], and histogram 

modification (HM) methods[7].The lossless compression based techniques make utilization of statistical 

redundancy of the host media by  performing lossless compression so as to make an extra space to suit extra 

secret data. 

 

II. STEGANOGRAPHY MODEL 
Present day steganography utilizes the chance of concealing information into advanced interactive media 

documents.  

 

Hiding information into a media requires following elements[1]  

 The cover media(C) that will hold the hidden data 

 The secret message (M), may be plain text, cipher text or any type of data 

 The stego function (Fe) and its inverse (Fe-1) 

 An optional stego-key (K) or password may be used to hide and unhide the message. 

 

The stego function works over cover media and the message (to be covered up) alongside a stego-key 

(alternatively) to create a stego media (S).  

 

The schematic of steganographic activity is demonstrated as follows. 

 

 
Fig 1. The Steganographic Model 

 

III. PERFORMANCE ANALYSIS OF STEGANOGRAPHIC TECHNIQUES  
Information inserting in the reversible way which is the information installing with no hardship embeds the 

information or payload into cutting edge picture in reversible way. After information inserting the idea of one of a 

kind picture may be ruined which is to be kept up a vital separation from. The charming property of information 

installing in reversible way is reversibility, which is after information extraction the main quality picture is 

restored back. Reversible information covering up hides a few information in a propelled picture in a way that an 

embraced party picture to its one of a kind state. The introduction of a reversible information inserting 

computation can be estimated using following,  

• Data implanting Capacity constrain  

• Visual quality  

• Complexity  

 

The information with no bowing implanting is the engaging component of reversible information stowing away. 

Information will emphatically change the principal substance by inserting a couple of information into it. To be 
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sure, even an extraordinarily slight change in pixel characteristics may not if its all the same to you particularly in 

military information and remedial information. In such conditions, every little bit of information is fundamental. 

From the application point of view, since the division between the implanted picture and one of a kind picture is 

for all intents and purposes perceivable from human eyes, reversible information installing could be thought as a 

best secret correspondence channel since reversible information inserting can be used as an information 

transporter. 

 

IV. BASIC STEGANOGRAPHY METHODS 
 The reversible data covering up was done utilizing reversible data concealing calculations. A lot of research on 

reversible data hiding has been done in the course of recent years. Some vital systems are talked about here. 

Different methods have been proposed and research has been done in the field of reversible data hiding. Likewise 

numerous propelled strategies have been presented for reversible data hiding and visual cryptography. Some 

methods that are used for reversible data hiding are illustrated below: 

  

A. Spatial Domain Methods  

Steganography techniques that modify the cover image and the secret image in the spatial domain are known as 

spatial domain methods. It involves encoding at the LSBs level. 

 

Least Significant Bit Substitution (LSB) [31] is the most comm only used stenographic  technique. The basic 

concept of Least Significant Bit Substitution includes the embedding of the secret data at the bits which having 

minimum weighting so that it will not affect the value of original pixel. 

 

A new steganographic method to hide a secret message into a gray -valued cover image was proposed [32]. For 

embedding a secret message, a cover image is partitioned into non-overlapping blocks of two consecutive pixels. 

In each block, a difference value is calculated from the values of the two pixels. Then that difference value is 

replaced by a new value to embed the value of the secret message. This method produces a more imperceptible 

result than those obtained from simple least-significant-bit substitution methods. The embedded secret message 

can be extracted from the resulting stego-image without referencing the original cover image. 

 

Iuon-Chang Lin [33] proposed a Data hiding scheme with distortion tolerance which uses spatial domain for 

hiding data. This method provides distortion tolerance and gives better quality of processed image. This scheme 

provides effective results than other schemes in terms of distortion tolerance. 

 

As LSB insertion is simpler and good for steganography, we can try to improve one of its major drawbacks: the 

ease of extraction. We don’t want that an eavesdropper be able to read everything we are sending. 

 

B. Frequency Domain Methods 

The requirement for improved security, has prompted the advancement of different calculations. LSB strategy has 

frail protection from assaults. So to defeat this inadequacy, specialists found a superior route for concealing 

information in zones of the image that are less presented to pressure, trimming, and image handling.  

 

A lossless and reversible steganography plot has been presented that utilization each square of quantized discrete 

cosine transformation (DCT) coefficients in JPEG images for implanting mystery information [6]. In this plan, 

the two progressive zero coefficients of the medium frequency parts in each square are utilized to shroud the 

mystery information. This strategy brings about a high image nature of stego image and effectively accomplishes 

reversibility.  

 

A reversible information concealing plan that utilization the histogram moving strategy in light of DCT 

coefficients was proposed [8]. Cover images are apportioned into a few unique frequencies, and the high-

frequency parts are utilized for inserting the mystery information. For concealing mystery information, this 

technique for histogram moving movements the positive coefficients around zero to one side and the negative 

coefficients around zero to the lef . It enhances the concealing limit and nature of the stego-images. On switching 

the frequency domain stego-image back to the spatial domain image may cause undercurrent and flood issues.  

 

Wavelets transform (WT) changes over spatial domain information to the frequency domain information. 

Wavelets are utilized as a part of the image steganographic demonstrate in light of the fact that the wavelet 

transform unmistakably parcels the high frequency and low-frequency information on a pixel by pixel premise. 
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Numerous down to earth tests propose to utilize the Wavelet transform domain for steganography in view of 

various focal points. The utilization of such transform will for the most part address the limit and heartiness of the 

Information Hiding framework highlights.  

 

A Haar discrete wavelet transformation (HDWT)- based reversible information concealing technique was 

proposed in 2009 [9]. In this strategy a spatial domain image is transformed into a HDWT-based frequency 

domain image and after that the high frequency coefficients are utilized to insert the mystery information. This 

strategy gives a high concealing limit and a decent stego-image quality.  

 

In the ongoing year DWT based calculation for image information stowing away has been suggested that 

utilizations CH band of cover image for concealing the mystery message. Vijay kumar [10] proposed a 

calculation in which mystery message is insert in various groups of cover image. PSNR has been utilized to gauge 

the nature of stegano image and it gives better PSNR by supplanting blunder obstruct with askew detail 

coefficients (CD) as contrast with different coefficients.  

 

Another image steganography procedure in light of Integer Wavelet Transform (IWT) and Munkres' task 

calculation was presented [11]. IWT changes over spatial domain information to the frequency domain 

information. For inserting mystery information, task calculation is utilized for best coordinating between squares. 

Stego image is subjected to different kinds of image handling assaults and it demonstrates high strength against 

these assaults. 

 

Prabakaran G. [12] proposed a steganography approach for concealing an extensive size mystery image into a 

little size cover image. Arnold transformation is performed to scrambles the mystery image. Both mystery and 

cover images are disintegrated utilizing discrete wavelet transform (DWT) and took after by Alpha mixing task. 

Discrete wavelet coefficients are utilized for concealing the information keeping in mind the end goal to boost the 

concealing limit. This DWT based approach gives high security and certain robustness. 

 

C. Adaptive Methods  

Versatile steganography is an exceptional instance of the spatial and transform systems. Additionally, it is 

presented as insights mindful implanting and covering. Worldwide measurable qualities of the image are 

essentially utilized before any endeavor to manage its frequency transformed coefficients. These insights choose 

what changes can be made. An irregular versatile choice of pixels really describes this technique, depending on 

the cover image and the choice of pixels in a square with an extensive standard deviation (STD). The last is 

expected to maintain a strategic distance from regions of uniform shading, for example, smooth territories. This 

method is known for abusing images with existing or intentionally included commotion and with images that 

show shading multifaceted nature [13-16].  

 

A versatile least-significant bit (LSB) steganographic strategy was proposed [17]. This technique incorporates 

pixel value differencing (PVD) which utilizes the distinction value of two sequential pixels to gauge what number 

of mystery bits will be implanted into the two pixels. The PVD approach is utilized to separate the smooth and 

edge zones. A k-bit LSB substitution strategy is utilized for concealing information in the pixels situated in the 

edge regions. The scope of distinction values is adaptively separated into three unique levels that are bring down 

level, center level, and more elevated amount. This technique brings about bigger payload limit and high image 

quality.  

 

Another strategy which makes utilization of additionally encompassing pixels around an objective pixel to locate 

the most suitable limit value with a specific end goal to enhance intangibility was presented [18]. As contrast with 

other steganographic systems which utilize either three or four nearby pixels around an objective pixel, this 

procedure can use each of the eight contiguous neighbors, which enhances the intangibility value. 

 

V. CONCLUSION 
This paper looked into the fundamental steganographic systems. Every one of these procedures endeavors to 

fulfill the three most essential variables of steganographic plan (impalpability or imperceptibility, limit, and 

strength). LSB systems in a spatial domain have a high payload limit, yet they regularly neglect to anticipate 

measurable assaults and are in this way effortlessly distinguished.  
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The promising strategies, for example, DCT, DWT and the versatile steganography are not inclined to assaults, 

particularly when the shrouded message is little. They change the coefficients in the transform domain, in this 

way brings about least image contortion. By and large, such procedures have a tendency to have a lower payload 

when they are contrasted with the spatial domain calculations. The investigations on the discrete cosine transform 

(DCT) coefficients have presented some encouraging outcomes and afterward they have redirected the specialists' 

consideration towards JPEG images.  

 

The current framework contains a few weaknesses so the future extension is to evacuate the inconveniences by 

including reversible way implies, data extraction and recuperation of picture are free of blunders. The PSNR will 

be enhanced to get unique cover back. In future it might conceivable that memory space can be saved before 

encryption which requires less measure of time for data extraction and picture recuperation. 
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